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Abstract 

In modern healthcare systems, quick and secure access to patient medical records is very important, 
especially during emergency situations where the patient may be unconscious or unable to 
communicate properly. This paper presents BioMedLink, a fingerprint-based medical record retrieval 
system designed to provide fast and secure access to patient information using biometric 
authentication. The system captures fingerprint data, performs feature extraction, and matches the 
generated fingerprint template with records stored in the hospital database. If the record is unavailable 
locally, the system sends a secure request to a centralized healthcare hub connected with multiple 
hospitals. After successful authentication, patient medical details such as previous diagnoses, treatment 
history, and emergency-related information can be retrieved in real time. The proposed system uses 
SHA-256 hashing, encrypted communication, role-based access control, and audit logging to maintain 
data privacy and system security. The platform is developed using React, Node.js, Express, Python, and 
MongoDB to ensure scalability and smooth inter-hospital communication. The proposed framework 
helps improve accessibility of medical records, reduces retrieval delay during emergencies, and 
supports better coordination between healthcare institutions. 

Keywords: Biometric Authentication; Fingerprint Recognition; Medical Record Retrieval; Electronic 
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1. Introduction 

Access to accurate patient medical information is 
very important in modern healthcare systems, 
especially during emergency situations where 
the patient may be unconscious, partially 
responsive, or unable to communicate properly. 
In many hospitals, traditional identification 
methods such as ID cards, manual record 
verification, or paper-based systems are still 
used, which may delay medical decision-making 
during critical situations [1, 19]. 

With the increasing adoption of digital 
healthcare technologies, hospitals require 
systems that can provide secure and quick access 
to patient medical history. Among different 
biometric technologies, fingerprint recognition 
is considered reliable due to its uniqueness, 
permanence, and ease of use [5, 16]. 

This paper presents BioMedLink, a fingerprint-

based medical record retrieval system that 
enables secure and fast access to patient health 
records across healthcare facilities [2, 16]. The 
system uses biometric feature extraction 
techniques to generate fingerprint templates, 
which are further secured using SHA-256 
hashing methods for safe storage and 
authentication [7, 13]. 

The proposed system follows a hub-and-spoke 
multi-hospital architecture where patient index 
information is maintained through a centralized 
healthcare hub, while detailed medical records 
remain stored within individual hospital 
databases. During emergency situations, 
authorized medical staff can scan the patient’s 
fingerprint and retrieve medical history in real 
time from connected healthcare institutions [6, 
19].  

The main objective of the proposed framework is 
to improve emergency medical accessibility, 
reduce patient identification delays, and support 
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secure inter-hospital communication using 
biometric authentication techniques. 

2. Literature Review 

Over the past decade, biometric technologies 
have been widely studied for improving patient 
identification and secure medical record access 
in healthcare systems. Traditional healthcare 
identification methods based on demographic 
details, ID cards, QR codes, or manual 
verification are often time-consuming and less 
reliable during emergency situations [1, 19]. 

To overcome these limitations, several 
researchers proposed fingerprint-based 
authentication systems using feature extraction 
and minutiae matching techniques to improve 
identification accuracy and reduce false 
acceptance rates. Different biometric 
approaches using fingerprint recognition, CNN-
based authentication, and feature matching 
methods have shown promising performance in 
healthcare and security applications [5, 9, 10, 
16]. 

Blockchain-supported healthcare systems were 
also introduced in recent studies to improve 
security, transparency, and tamper resistance of 
medical records [4]. Although such systems 
improve data integrity, many of them require 
high computational resources and complex 
infrastructure, making real-time deployment 
difficult in smaller healthcare facilities. 

Cloud-based Electronic Health Record (EHR) 
systems improved accessibility and centralized 
storage of patient information; however, issues 
related to interoperability, data privacy, and 
communication delay between hospitals still 
remain important challenges [3, 14, 18]. 

In countries such as India, Kenya, and Nigeria, 
biometric healthcare initiatives demonstrated 
improvements in patient verification and 
reduction of identity-related fraud. However, 
most of these systems mainly focused on identity 
authentication or insurance verification rather 
than real-time emergency medical record 
retrieval across multiple hospitals [6, 19]. 

Based on the reviewed literature, it is observed 
that limited work has focused on combining 
fingerprint authentication, secure inter-hospital 
communication, and emergency medical record 
retrieval within a single integrated healthcare 
framework. The proposed BioMedLink system 
attempts to address this gap by providing a 
secure and scalable fingerprint-based healthcare 

record retrieval platform for emergency medical 
applications. 

3. Methodology 

The BioMedLink system is designed using a 
secure multi-layer healthcare architecture that 
supports fingerprint-based medical record 
retrieval across multiple hospitals. The 
framework connects healthcare staff, hospital 
databases, and a centralized emergency 
communication hub through secure web-based 
services. 

3.1. User / Client Layer 

Healthcare professionals such as doctors, 
nurses, reception staff, and administrators can 
access the system through a browser-based 
interface. Depending on their authorized role, 
users can register patients, manage medical 
records, perform fingerprint-based patient 
searches, and access medical reports through a 
role-based dashboard. 

3.2. BioMedLink Dashboard 

The BioMedLink dashboard acts as the main 
control interface of the system. It combines 
different modules such as patient registration, 
fingerprint authentication, medical record 
management, emergency search, and audit 
monitoring into a single platform. This 
centralized interface helps healthcare staff 
perform operations more efficiently during 
normal as well as emergency situations. 

3.3. Backend Server – Node.js and 

Express 

The backend server is developed using Node.js 
and Express.js. It handles user authentication, 
API communication, session management, 
fingerprint search requests, and secure data 
transfer between hospitals. The backend also 
manages role-based access permissions to 
ensure that only authorized users can access 
sensitive patient information. 

3.4. Fingerprint Processing Module – 

Python 

Fingerprint images captured by the system are 
processed using biometric feature extraction 
techniques to generate unique fingerprint 
templates. These templates are secured using the 
SHA-256 hashing algorithm before being stored 
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in the database. During authentication, the 
captured fingerprint is converted into a feature 
vector and matched with stored templates for 
patient identification. 

3.5. Emergency Hub / Inter-Hospital 

Communication 

A centralized emergency hub is used to connect 
multiple hospitals using a hub-and-spoke 
communication model. If the patient record is 
not available in the local hospital database, the 
system sends a secure encrypted request to the 
central hub. The hub identifies the hospital 
associated with the fingerprint record and 
enables secure transfer of medical information 
between healthcare institutions in real time. 

3.6. Database Layer – MongoDB 

MongoDB is used for storing encrypted 
fingerprint templates, patient medical records, 
hospital details, and system activity logs. The 
database structure supports scalability, faster 
retrieval, and secure storage of patient 
information while maintaining interoperability 
between connected hospitals. 

 

Figure 1: Overall working flow of the 
BioMedLink system. 

4. Specifications  

Table 1 presents the main technologies and 
software tools used for development of the 
BioMedLink system. The selected technology 
stack was kept lightweight and flexible to ensure 
easier deployment, faster system response, and 
smooth integration between different healthcare 
modules. The combination of frontend, backend, 
database, and biometric processing technologies 
also helps maintain scalability and secure 
communication within the proposed framework. 

Table 1: Technology Stack Used in 
BioMedLink 

 

5. Proposed Framework 

5.1. System Architecture 

The proposed BioMedLink framework consists 
of three major layers: the client layer, server 
layer, and database layer. In addition to these 
layers, a centralized communication hub is 
included to support secure interaction between 
multiple hospitals. 

The client layer is developed using React and 
provides separate dashboard access for 
administrators, doctors, and healthcare staff 
based on their assigned roles. Through this 
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interface, users can perform patient registration, 
fingerprint scanning, emergency patient search, 
and medical report access operations. 

The server layer is developed using Node.js and 
Express.js. It manages the main application 
logic, user authentication, API routing, and 
communication between different system 
components. Role-Based Access Control (RBAC) 
is implemented using JSON Web Tokens (JWT) 
to ensure that only authorized users can access 
patient information. The server also handles 
secure fingerprint template processing using 
SHA-256 hashing techniques. 

MongoDB Atlas is used as the database layer for 
storing fingerprint templates, patient records, 
emergency logs, and hospital-related 
information. The database structure supports 
secure storage, scalability, and faster retrieval of 
healthcare data. 

The centralized emergency hub acts as the 
communication bridge between connected 
hospitals. It maintains a global fingerprint index 
and helps identify the hospital associated with 
the patient record. This architecture supports 
secure and efficient inter-hospital medical 
record sharing during emergency situations. 
Figure 2 shows the overall system architecture of 
the BioMedLink framework. 

 

Figure 2: System Architecture of BioMedLink 

5.2. Working 

The BioMedLink system starts functioning when 
a patient fingerprint is captured either during 
registration or during emergency identification. 

The captured fingerprint image is processed 
using biometric feature extraction methods to 
generate a unique fingerprint template. 

The generated template is then secured using the 
SHA-256 hashing algorithm before being stored 
in the database. During emergency situations 
where patient identity is unavailable, the 
scanned fingerprint is converted into a hashed 
template and matched through the centralized 
emergency hub. 

The central hub compares the received 
fingerprint template with its indexed records 
and identifies the hospital associated with the 
patient. Once verification is completed, secure 
communication is established between the 
requesting hospital and the corresponding 
healthcare institution. 

Medical records are then transferred securely 
using encrypted communication protocols such 
as HTTPS and TLS. This process helps 
healthcare professionals retrieve patient medical 
history quickly and supports faster medical 
decision-making during emergencies. 

6. Results and System 
Demonstration 

The developed BioMedLink system was tested 
for fingerprint-based patient identification, 
secure medical record retrieval, and inter-
hospital communication workflow. The 
implementation demonstrated successful 
retrieval of patient information using biometric 
authentication with secure communication 
between connected system modules. 

The homepage of the system provides access to 
patient registration, login, fingerprint scanning, 
and emergency medical record retrieval modules 
through a simplified web interface. 

 

Figure 3: Homepage Interface of BioMedLink 
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The admin dashboard allows authorized users to 
manage patient information, monitor system 
activities, and access healthcare records based 
on assigned access permissions. The dashboard 
was designed to provide easier navigation and 
centralized control of different system 
operations. 

 

Figure 4: Admin Dashboard of BioMedLink 

The fingerprint scanning module captures 
biometric input and processes it using feature 
extraction techniques for patient authentication. 
The generated fingerprint template is securely 
matched with stored records for identification. 

 

Figure 5: Fingerprint Authentication and 
Scanning Module 

The centralized emergency hub enables secure 
matching of fingerprint records across 
connected hospitals. If the patient record is 
unavailable in the local database, the system 
identifies the corresponding hospital and 
retrieves the required medical information 
through encrypted communication channels. 

 

Figure 6: Centralized Hub-Based Patient 
Record Matching Process 

The developed framework demonstrated 
improved accessibility of patient medical records 
and reduced manual dependency during 
emergency healthcare situations. The system 
architecture also supports scalability and secure 
interoperability between healthcare institutions. 

7. Conclusion 

The proposed BioMedLink framework presents 
a secure and scalable approach for biometric-
based medical record retrieval in healthcare 
environments. The system combines fingerprint 
authentication, encrypted communication, and 
centralized inter-hospital coordination to enable 
faster access to patient medical information 
during emergency situations. 

The integration of biometric feature extraction 
with SHA-256 secured fingerprint templates 
helps improve patient identification reliability 
while reducing dependency on manual 
verification methods. The hub-and-spoke 
architecture further supports secure 
interoperability between healthcare institutions 
by enabling controlled exchange of medical 
records across connected hospitals. 

The developed framework demonstrates how 
real-time fingerprint authentication can be 
integrated with modern healthcare information 
systems to reduce retrieval delay, improve 
continuity of treatment, and support faster 
clinical decision-making during emergencies. 
The use of role-based access control, encrypted 
communication protocols, and audit monitoring 
mechanisms additionally strengthens healthcare 
data privacy and system security. 
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The proposed system also provides flexibility for 
future expansion into cloud-connected 
healthcare environments, centralized emergency 
response systems, and AI-assisted healthcare 
analytics platforms. With further optimization 
and large-scale deployment, BioMedLink can 
support more efficient and secure digital 
healthcare infrastructure for multi-hospital 
medical networks. 
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